
simple verification call:  Insurance

companies use them to detect potential

discrepancies on applications for auto

i n s u r a n c e. Credit-card companies have used

them for years to verify confirmed and

unconfirmed claims of fraud. Online mer-

chants have relied on them to verify they are

not sending merchandise to a fraudster.

T h ey take an average of three minutes to

c o m p l e t e. T h ey are wildly successful in pre-

venting fraud. T h ey cost a few c e n t s, a n d

ultimately customers love them.
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Sometimes a simple phone call can reveal a
hidden fraud. Here’s how mortgage lenders ca n
leve rage customer co n tact strategies to re d u ce

their fraud risk.

A

5 MB-McKenna_58-63.qxd  5/14/08  2:43 PM  Page 1



S m i le and dial — h ow three litt le wo rds changed the cre d i t -
ca rd industry
In 1992, credit-card fraud rates tripled over the course of
three months. Card fraud became an epidemic in the finan-
cial services industry almost overnight as fraudsters learned
how to counterfeit cards and then charge ex p e n s i ve merch a n-
dise such as computers, t e l e v i s i o n s, cash advances and eve n
cars on those cards. In a period of less than two hours, a skilled
fraudster could clone a card and easily use it to make ch a r g e s
of $5 ,000 to $10,000. Credit-card companies were losing mil-
lions ove r n i g h t .

Card issuers scrambled to find a solution to the problem.
T h ey discovered the answer in an emerging tech n o l o g y
called neural netwo r k s. Neural networks that were trained
to mimic the human brain would analyze each card transac-
tion in real time, compare the transaction with the real card-
h o l d e r ’s prior spending activity and also compare it with
known patterns of fraudulent spending. If the transaction
l o o ked abnormal and exhibited patterns
of fraud, then it received a high fraud
score so that it would alert the bank to
the potential risk.

While neural networks proved to be
extremely accurate in predicting that
fraud was occurring, t h ey didn’t actually
confirm the fraud—that was left to the
card issuer to figure out. Issuers quick l y
determined the answer was as simple as
p i cking up the phone and verifying the
recent transaction activity directly with the
c u s t o m e r. 

The issuers hired teams of analysts to
r e c e i ve the alerts from the system and
m a ke immediate calls to the customers to verify that they we r e
in possession of their credit card and that the activity wa s
l e g i t i m a t e. The term “ s m i l e - a n d - d i a l ” was born out of this
entire process, because it all came down to the simple con-
cept—just pick up the phone and call.

From 1992 to 1995, the concept of smile-and-dial was often
challenged by old-school banke r s. Many felt the best way to
analyze data was by hiring fraud experts and relying on their
human judgment. T h ey didn’t believe that relying on the
e ve r-increasing power and capabilities of technology was the
best way to find fraud.  

One card issuer decided to test the concept of smile-and-
dial. It created a test—comparing man versus mach i n e. T h e
issuer tested what happened when it relied on the neural net-
work to tell it when to call the customer, versus letting
human analysts review the data by hand and make the call
when they determined it was appropriate. The results we r e
c o n c l u s i ve :

■ Human analysts were far slower than the neural net-
wo r k s ;

■ Human analysts were far less productive when they
were not in smile-and-dial mode;

■ Human analysts missed 50 percent of the fraud that the
neural network detected; and

■ When the bank relied on the human analysts, it lost
twice as much money to fraud.

The evidence was clear, and the smile-and-dial approach
has been considered a best practice in the credit-card industry
e ver since.

M o rtgage fraud prevention often relies heav i ly on human
j u d g m e n t
Lenders will tell you that the problem with referring to a
potential misrepresentation on an application as “ f r a u d ” is a
bit like walking on a slippery slope. Because the actual intent
to defraud the lender cannot be determined, and often the
degree of misrepresentation is unknown, the whole notion of
declining a loan for fraud reasons is at best a judgment call.  

So where does harmless fudging of details end, and out-
right fraud begin? Th e mortgage industry has tried to qualify
this by categorizing fraud into two categories. Fraud for hous-
ing (the good fraud) is when borrowers manipulate info r m a-
tion harmlessly so that they can get into a property. T h ey usu-
ally intend to pay, of course, but even the best-laid plans can go

a w r y — s u ch as when the Federal Reserve
raised short-term interest rates 18 consecu-
t i ve times, putting an end to the halcyo n
d ays of American homeownership. 

Fraud for profit (the bad fraud) is when
f r a u d s t e r s, often working as a team, wo r k
to bilk lenders into lending tens of thou-
sands of dollars more than a property is
truly worth. This type of fraudulent loan,
it is thought, might pay for a period of time
until the scheme unravels and the lenders
are left holding the bag. 

So in short, just about all fraud matters
in  today ’s  environment, whether  the
intent is to get into the house or use the

house itself as a means to con the lender out of lots of money.
The degree to which the fraud matters is often a product of
just how far the borrower stretched the truth. When mort-
gage borrowers fudge the number of years they have been
e m p l oyed somewhere, it matters a lot less than when they
completely fabricate all of their employment documentation.
The focus should be on misrepresentation that will result in
financial loss to the lender.

Lenders are often fo rced to determine when a pote n t ial
d i sc re p a n cy is a misre p re se n tat i o n
M o r t gage lenders spend a lot of time and money trying to
determine if a borrowe r, b r o ker or appraiser has lied on a
m o r t gage application. In general, most applications are scrut i-
nized to ensure that misrepresentations haven’t occurred in
a ny of the critical underwriting areas—credit, c a p a c i t y, c o l l a t-
eral and ch a r a c t e r. 

During their review of an application, lenders will analyze
the loan file itself, query outside databases and ask some fun-
damental questions about the file, s u ch as:

■ Is the borrower really who he says he is?
■ Is the borrowe r ’s reported income true?
■ Is the borrower really employed where she says she is?
■ Will the borrower really occupy the property?
■ Is  the property real ly  worth what the appraiser

i n d i c a t e s ?
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■ Are the documents of reliance (e. g. , verification of
d e p o s i t , verification of employ m e n t , bank statements) va l i d ?

Not surprisingly, lenders are able to find quite a few dis-
crepancies during the underwriting review. Even though a
discrepancy in information may be found (such as the borrow-
er reporting an annual salary that is 25 percent higher than
that of others for a similar occupation), the process of conclud-
ing that the discrepancy is an actual misrepresentation is not
where the process ends. The underwriter must then make a
judgment call on whether the discrepancy is considered
ex t r e m e. If it is ex t r e m e, the underwriter may condition the
loan for further documentation from the originator, or in some
cases decline the loan outright. 

While this process may take anywhere from 30 minutes to
three hours, in many cases the verification is not completed. If
originators actually fulfill the conditions, then the whole
process can start over again with another review.  

With such a cumbersome and potentially disjointed process,
it is understandable how cases of fraud can
slip through. The process of classifying a
m o r t gage fraud is at best an educated opin-
i o n , but is rarely ever a proven fact.

S m i le - a n d - d ial—an emerging best 
p ract i ce for mortgage fraud preve n t i o n
It is clear that the fundamental fraud-risk-
management issues for  the mortga g e
industry are 1) the time-consuming nature
of manually analyzing loan files for fraud
risk and 2) the reliance on human judg-
ment to classify a loan file as fraudlent.
These just happen to be the same risk-man-
agement issues that the credit-card indus-
try grappled with in 1992, when fraud losses nearly crippled
that business.    

There are a growing number of former credit-card fraud
managers who are migrating to roles in mortgage fraud man-
agement and are convinced that the tried-and-true practices
from the card industry will work in reducing mortgage fraud.
T h ey are implementing neural network technologies that pre-
dict which loans are most likely to contain misrepresenta-
tions by the borrowe r, and then placing phone calls to inde-
pendently  vali da te  key pieces  of  informat ion on the
application with that borrowe r.

Deciding which borrowers to call
Contacting borrowers during the loan origination process can
be an ex p e n s i ve and time-consuming process. Because the
overwhelming majority (99 percent or more) of borrowers are
honest and have no misrepresentations in their loan files,
contacting all borrowers to stop the few bad apples doesn’t
m a ke a lot of sense.

U n d e r s t a n d a b l y, lenders do not want to make calls to all
their borrowers;  rather, t h ey select only those who appear
most at risk for fraud. Ty p i c a l l y, lenders will choose the riski-
est 3 percent to 5 percent of loans for which a borrower ve r i f i-
cation call is in order. A model that rank-orders loans accord-
ing to their level of fraud risk is often the most efficient tool
for this selection of riskiest loans.

Deciding what questions to ask the borrowe r
After the riskiest loans are selected, the decision about what to
ask the customer must be made. Lenders can adopt a dy n a m-
i c, rotating list of questions based on the most likely type of
fraud that is occurring, or a static list of questions that all
potential borrowers would be required to answe r. In general,
b o r r o wers are satisfied with participating in a phone call that
lasts five minutes or less, so lenders keep the verification calls
to a short list of the most pertinent questions.

A remarkably efficient list of questions that exposes fraud
instantly can be developed. Ta ke, for ex a m p l e, the fo l l o w i n g
list of questions that can be asked of a borrowe r. This simple
list of questions took a lender approximately three minutes
to complete with a borrowe r, and it resulted in detecting sig-
nificant misrepresentations in more than 50 percent of the
calls that the lender placed in 2007 on a set of stated-income
loans originated through its wholesale channel. In most of
the cases where misrepresentation was discove r e d , the bor-

r o wer reported significantly less annual
income than was indicated on the loan
application. In one case, the borrowe r ’s
actual income was half of the application
amount. The borrower believed the broke r
had adjusted his income to help him qual-
ify for the loan. The list of questions we n t
l i ke this:

■ We received an application for a mort-
gage loan for you. Can you verify the address
of the property that this loan is for?

■ Will you be moving into this prop-
erty from your current address?

■ Can you confirm the name of yo u r
e m p l oye r ?

■ How long have you been employed there?
■ Can you provide me with your annual income?

Deciding where to call the borrowe r
B o r r o wers can typically be reached at their home, business or
cell phone number. Verification calls that are placed to the bor-
r o we r ’s place of employment have proven exceptionally va l u-
a b l e. Because employment- and income-based fraud are so
p r e va l e n t , lenders find that when they try to contact a bor-
r o wer at his or her place of employ m e n t , the phone number is
either disconnected or, in some cases, the business has no
idea who the borrower is.    

Deciding if there are fraud signs during the call s
There are generally two ways that misrepresentations are
exposed during verification calls: Borrowers tell you info r m a-
tion that doesn’t match the application, or they hesitate or
can’t remember info r m a t i o n .

B o r r o wers are often unknowing victims of the fraud them-
s e l ve s. T h ey will answer the questions truthfully and prov i d e
the lender with accurate information. If the originator has
changed information on the application without the borrowe r ’s
k n o w l e d g e, these misrepresentations are often exposed imme-
d i a t e l y. This is particularly common in the area of income
m a n i p u l a t i o n , where originators f alsify the borrowe r ’s income
to fit the lender’s debt-to-income (DTI) rat io requirements.
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In the case where a borrower hesitated or cannot remember
key pieces of information on the application, these can be indi-
cations of fraud as well. Because fabricated information is
f a l s e, it is often difficult for the borrower to truly remember
what information he or she fabricated at the time of the appli-
cation. In the case of occupancy, if a bor-
r o wer cannot remember the address of the
p r o p e r t y, it is often the case that it is an
i n vestment property and not the home that
he or she plans to live in.

The benefits of smile - a n d - d ial
The power of verification calls in preve n t-
ing mortgage fraud is in the earliest stages
of being discovered. Yet it has already
p r oven useful by a top-five lender and
top-10 subprime lender. While it is true
that verification calls are quick , cheap and
work we l l , the many side benefits are still
e m e r g i n g.

■ Verification cal ls offer definitive proof of fraud:
Lenders are finding that they can decline or condition a loan
in minutes versus a long inve s t i gation process.

■ Verification calls protect borrowers: Verification calls
offer lenders another layer of ensuring that borrowers are
not victims of identity theft or predatory lending from a dis-
honest originator.

■ Ve r i f i c a t i on  c a l l s  ca n be  e x pa nd e d to  i n cl ud e

a f fordability education:  Lenders are under increasing
pressure to ensure that they are informing borrowe r s
of the affordability of the loan program. Ve r i f i c a t i o n
calls provide them direct contact with borrowers prior
to funding the loan.

■ Verification calls reduce defaults:
One large lender found through analysis
in late 2007 that verification calls placed
with the borrowers prior  to closing
reduced the level  of ear ly pay m e n t
defaults by 20 percent. There are seve r a l
theories on why the correlation ex i s t s,
w h i ch include the fact that the call deep-
ens the borrower and lender relationship.  

The concept of using verification calls to
reduce fraud and other types of risk is
g r o w i n g. Lenders have a greater appetite
for reducing risk, so they are looking at
simple techniques that work. In addition,
lenders realize that contacting customers

by phone can build trust with the borrower and result in bet-
t e r- p e r forming loans over the long term.  MIB

F rank McKenna is co - founder and chief fraud strategist for Base Point Analyt i c s

L LC, Carlsbad, Cal i fo r n ia. He has wo r ked with more than 70 cre d i t - ca rd iss u e rs ,

banks and le n d e rs ac ross the wo r ld, inte g rating fraud te c h n o logies and prov i d-

i ng  bes t  p rac t i ce s  fo r  f raud  manage m e n t .  H e ca n  be  reached at

f m c ke n n a @ b a se p o i n ta n alyt i c s . co m .
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